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Abstract of JP1 1308564 

PROBLEM TO BE SOLVED: To provide a digital 
evidence camera system where evidence 
capability of a digital image is enhanced and an 
encrypted key is managed at a very high security 
level. SOLUTION: The digital evidence camera 
system detects falsified image data obtained by 
photographing an object with a camera and 
consists of a camera section 50-1 provided with 
an image pickup means 60 that photographs an 
object and with a MAC generating section 1 1 that 
generates falsification detection data (MAC) from 
image data by photographing by using a secret 
key set in advance and of a falsification check 
device 101 that uses a public key corresponding 
to the secret key to decode the data MAC and 
checks whether or not the image data are 
falsified based on the decoding result. 
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(57) 

tfcot, ts^**jia-f5fcft(^i»¥S6ot, » 

fcSH^&ffl^TiSatWaifflT-^ (MAC) £{«Tf- 

«B&»t*r mti wmzm ^mac l . z 



; - 1 00 fV»HtHM7 
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b«t - ? ztuzipsfr* mat h mffiom 
'mmmm-i tz^mm t . 

Jt»t i Off t^WHr-?^ &fejti»ttf>flWs 

fflr - ? mmt i , z <vmmmmz^\ ^x mm 

fc, 

»rr 5 WBtsm* - h* tin*. T , ME# * 5 a»6 miss 
Ztito^-Yfrih^Kbh locoFJfM^-H^ai 

& ix&&ztitzm i mmmmmtm i 
m^imm^xim i , ; rawMaaiBT-* t mie 

titzmmatmrnT- l . z <m^m 



mzm^xmm 1 ^#^*^§*ifc*p5*»£ 

Mftr - * <3»fc HPS: 3 r x * H-Mimm yXfAt 
^*StS 7 r 4 U y ^1395 1 - 

itrlEBftr - * t * t^#4 £ ftfcgs i ost»t«i*n 
fflr - 9*.z nmrnm?- 9 *&m- h mtfflv > 
tz^\m\znmh\t^\mk^x^\t^h 1 1 

it, itfWSftfcm 1 «SIMfflf-? fcfufEH 
mrfEHf^ili:«iS'JOBf^Mi^fflv^-cm2«K 

K^ttfflr-^^f«t. zhzmmmmmiSiT- 

[000 1] 
[0002] 

«©tff^*tv^^**^^S. L^t, Jin -SB 

«* s §«T-*^tv^ zt\t. -^xmrnnm^mmz 
imx% h t z t x-h o . it mt Lxummmm 

%PiW&&blxmt&£5lzi-$,tzibMZ, 
imffiXT V9}Vt—9 exm & Witt &w&*mt 
x^hzk^mxhh, z^xd^m±mm^th 

fi*y\iT'J9 ivm.UA *yb mitiX US. 
[0003] i <7)r i>9)limilX yzmm-t&fzfo 

{z . -staff mxm v ^fi-c v ^ h n^mmcmmi 
-thzbmt^tix^h. tftgyxfAtii, w 

fc&5 2o0)&#fflV^*iS. loll Bf^to^feW 
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mmt mtfit . r ^^-^mmmm^ ^x m 
z i mk^m^mm i^habz^x^z. wm 
[ooo4] am®.miim±. mtmx\ t-tft&n 

-is ■ ¥A -J*X h (Message Digest. 14T\ MD ) 

t mmh 3- y itim-f& . m#j«t s^;yf a> 

MD Srttffi-f & £ t (it^ l> . 

[00 0 5] &£«a}3*l£MD*|ifc^£ffllvti£# 
•ffcU ifl^r^ -vt—i/MMT (Message Authenticatio 
n Code, KIT, MAC) fc LT\ ^'Ji-^yr-^fc 
1 & ^ffl^UtiMfrrS . ; ZX\ W£Mtttk%Z& 

* w^tt£# t 1 tfiT v viur i < , s 3 =to^ icm 

[00 0 6] SfflJii, :*y ^^r-^^ff^n-C 

HSrffl^TMAC^fM^bLTMD&*46 s ;«Dt 
MD' fc^HW&^if^^H^S. fcU Jj-'J^ 

AC£ffr$T'W . MDfcMD' fcfiM&Sttfc&l-., 
£ ftfc X -o X . * U IrtriVf-f tM 3 # t j; o T E£« 

[00 0 7] 

-t&^fc^T"^ LfrLSri*^ JJELfc.fc'SSriKK 
Mn«7^££TV':^ylEJl#>< 5CSffl Lfc*§£\ m- 

\mt ix<7)fmmtemmm-& z t m ~>xn%i, 
mmiz^mm^^^^T^^nx 
mwitz,zti}m%x'%<, Ltztf^x, T : J?/mm 
ffiwmh * tzh kx% . 

[ o 0 0 8 ] ttz, mm^Ms^tzliT-9cr>^m±.. T 

l x mm £ ftT u s ^ »g W^ratli , t - ? ftgtf 



[0009] *^(i;^)J:-5^II{:*@tT^Sti 

■f S £ fc T"J> 0 . $ <b tBft«ttlt±«esifc *S£B»* 
[00 10] 

h '<m\m ^fflv fffiaKK^afflr- ^ £ Writ i . 

[oo 1 1 ] ttz. m2vmte. #*yizk*)mw 

^ mm ■ztuzi>*gfr& mm & immm* t * 
tT^a-t^^T^-Kt, «^j§^tT-^^Bmr- 

[ o o 1 2 ] *fc. ffi3^am, 'miwmM ■ mi 

{znmLx^A^titzw, i wBS^-ftntM^-rs® i « 
tmimt zfoh^xiimmmmmMk. mi 
m i cnrnumzmt t wgrnm?- 
itmzm^xft&L, znmmamT--? tmmi 

^mimkZfoh^X&^hWrim&ilUk. i 

5-m»*ft Lxm%LtzMim 1 coa^wi*ia«t5 
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[00 13] 4^, 84tf>f£iffii, B«T-*«3d«£- 
«^Tf S 1 1 i> 1 . Bfi7-^o$itftHT& 3 fy^P 

tdzmtor-fi yr-i i> y ?mmh 7 w u >ym 

-t-S 1 1 1 £ . £ Og-^SiifcfS 1 cOiScSfBtfflfflr-^ 

&mmmm&&'mk%)Ut . itaiEBffir-^tft 

U #«^Hffi^S^SfrtM«*S|5t . iflEBfliPl 
[00 14] 

[^0J!«^ffi«mi] lilT. 0iSS«SiLT3|sf6BH«K 

smsei . 0 1 i »t®« 

o . r ^/na^ 7 1 o o timsmm 1 o 1 1 

i6»feflte£3fi4. r^;HHIi*pt510 0«^5a! 

5 o - 1 (i, misyxit , aw*? 2 1 „ «3 

fc. A/D^«§ff4t, ffWia55fc*^*l>fif*^ 
136 0 . JB»>>X 1 ^LTAIt L3ttt¥ft 

flW±S«3S? 2 1 J: "5 SIRS <16 . i WJSffet i. 9 ft 
*U:«^m-t{±*e»3{cJ:i5«K3*i, A/DSE»« 

f»12fitfl Wfr-^fc LTB#^^ U 6fc 

Ets$ . £ <nmm t'j6 tt ems ^si«f 

[0015] MfiM* 'J 6 fcrE«§fLT^SH#r-^ 
tt^r^/^fr-v^SSftSStemvc, J peg, 

t i f Fzzmmmmy*--? «/ i- tss&sfts . 

(A) ) . ^tMD^gP9T1±, M8LT-ft>&W± 

i'WiS^i^jOT^ ^ fc t J: 0 M D £ffoi£t £ 
(02<7) (B) ) . MACMS1 IT'tt 

ft** 'J 1 0tfcfei»t»IEttSfL?5;SHMtK privata 
(^7) &fflV^TMD&B&^^ttSifct«t»3MAC 

fcfftftt* (02 O (C) ) . ^•yriEIMl 1 

<o (d) ) . 7t^ vyfm&i 3-cnzcoi.dizi 



[ 0 0 1 6 ] £<a J 5 *ffl*7 r >f /l^£fflgttfflttfflS 
T8*>3Ilffi.SISN;:, JfeSWiaflfflflPSl 4«fW«lfc: 

t^t^mtttzmz^ mm^m-i o i»^ 
[0017] -t&£>*> s 3d9E«aciia i o i tinrsfi 

ffiftSMS 1 8«0M»(= J: 0 7 r >f U >-?"«aS? 1 9 1 
^24 Of ijfflt; J: 0 iifi@^ 25^U7t^J^' 

Bf«7-^^Wt ffl^it. JPEG^TIF 

AC(±«^a52 ltA*Sn. Bf«T-^(±MDf« 
^2 2t'A7 L J?ni»„ 

[0018] fM^« 2 1 Tte&ffiSL* t U 2 0 IZ h h 

TMACSa^flrfSifctiOMDlSfeKI-i. ; 
W^itK publlc (*^7) tmlEt^ffiliK 

pr iv a t e ( ^? ^ 7 ) t (± . m"\t/m.^\Ymmza\ ^ 

^Tfc5r^H-r"fcl> 0 -77. MDf«a52 2-r"(±A7l? 
fLfcBftr - i'^fcAvi/a MS* fc'OFJf SoMSfe&ffl 
V^TMD2Sr4i|^-f-§ 0 JJtt, tt*MR»2 3"C{±MD 
1 fcMD 2 fc ^Jrt«LTB#* 5 -icL*^-5fc^C{i 

mmyr-i >vm 3 # t ± 0 s t ¥0jrr & ^ t 
[0019] mLtzmimmmizkmi, b«t- 

(MAC) ^f«U. i«iS«ttflfflT-^Sll»7r 

t Wkf- 9 mm ztix\^frt*Dfr£ mix § 

5. iiitiO, ^*7^;PA&ffli^^S^Bft 
[0020] SSESMfcfflfflT-^Sfftft'tafcftW 

ficD^^vmmzmmzti&tzth^ mmmz^-m 

[0021] &t*?gHj!cojg2Himiifc L-Ts #a<?) 

o^TK^i-s. ^^7tJitT«#a^-F 
w^miBSflitsi tr. 7«fflfflae<)tjEt^ 
mmcDWimiti^T^ & . f t «±. 

i'jf^ ««E*«*Ht=a:v ^^aa**- f , t§» tfc 
b«7 7 4 Mz&mm%\T-?$:tt$-t&imm.m~ 
v.ttz. m&Ltz^Mmimnmmm? t j mz 
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misfit ixma-&m=mfri*-h\ s^tii 

r 4 ^£ *) ft l^ms BMtttt tfi^Ptft « 

i§^fcB®7 r -f /I^Bffft-t* * rt- F , *T 

[ 0 0 2 2 ] lilT. El 3 & #E LT § 4 tPiBBtlft 
5. H3£fcVvciaifc|i^«9#iS#S£#*St>0>li 

*^5i55 0-2^A,^-S.Ti>'3 ? ;HI**^7 1 0 2t 

- F« 3 ^^HJfH^- F fcSSRtl, £ t 5 . 
[00 23] Witf, 7-7/«-b'£SfKUc2:#t 

t — 7 **nflM t u 6 ttEis s . £ cot- F 
t -t: * u t * - BfH7 * u 6 a» & a* 

# $ tuxMT- ?\±7t4)V7*-~?-vy mm q x 
7*-77 h^m^Kx 77^j yrwm 1 3 tiMt 

[ o o 24 1 a&. nFm-frL^-vzmiLtzM^z 

(± , Mfftr - ?i { 7r'{;P7t-7 7 F 8 *» * 
: FjS*» LftJ*W 3 0 fcTJj § tlT lilff- 7 
m-L^-9fm>b&&iitzik, 7rA )V7 * --? -v F 
3dftU8£Btfg|3iiT 7 FOSEJ&Wfci'U 
7r^f U 7 VWm 1 3 T"7 r A )Vm^fih . 
[00 2 5]**:, «e±t-F£S^Urf§-£t 
(± , 0 2 *#8& L TffilE L^^ffiT'A. .y f'CMA C j&stf 
JUSftfc&s 7 r A 'J 77"«HS; 1 3 \ZX7 t a tvm 

[ o o 2 6 ] &se»e- wmmtn-z^iz 
a. mmrnm 7 h^mmmm 6iiYtxftm^ 

KPC, 55t«^a^E5rt" ) ^KffSixT 7 r A U 
y^mm l 3 Kj* jf>*i*MR:7 r -f iWW4«Sl« 

H«-r-^f4MAC tH«T-7 t fefrKSfu Bff t 

— 7(47 y A 'J y mmMfr feMD fp^ai 3 3 A* 3 
ifx, MACtlfi#fl:ai3 4tA*S^&. MDf«g|J3 
3 T14A7J $ fufcWRT- 9frt>Kyi/x m& t'OFJf 

public (^^7) sfflutMD' z£M-t&. m-wc 

§153 2 iiMD t MD ' t iOMtLX-ScthlFSiPiW 

3 #t; i 0 fife £ t *«t«6»S . 

[00 2 7] t^. ***7*-F'fiM»T-?£fEtt 

a vyfmm 3t*t,mQLT-?tmn-&i*tixm 

ttM3 6 izTdj^ixh. v&Htm 6(4^B«r-7 

3 7izmmtiz^zmmm^xm 
t . nt^ffc t fcMftr - ?%m.vrAv y?<m 



17 tarsals. 

[0028] ttz. ±*3.T*-Y\mmm&ftLx 
mmrAiv^im-ftt^^m^htii. znm^ 
tii, 7?^ yy^faasi 3*»4>a«T-^*«ifi»K 

5*lT«t#ftS3 6tA*StlS. Bf^ftgE3 6(±£<0 

1 4«$ijfflt± offlftHiii eitAYixftmmm (p 
[0029] ±jRLt:m2mmmz xtm, mif, 

Xt7 7TBfI t Btfcfi 7 - v;HE- H L , IE 

F-ca^t s i t "cmmtsFi z t ^ 

jMfl L Jt , -t^f a Tt - F Sr SS? "f S H t 

x\ T-?&{m*?mmz%£i,zfiozttfX'*&. ± 

l^W^7 5&a^*TO(^M-f-|»;t^'T5rtgi: 

[0030] ttTizm4£m,Lx*%ty<?)m3mmB 
mmmz. m^zaux. mi km&nmmfrn 

m i mimmmm 3 vm^- vm^rmtx 

0 3 tijut, m&m 0 1 i oTW^ft^jsMfe-r & 

£ fc t J: o T !# iut Bff r : - ^ 1 4Bft7 * V 6 KIE'li 

V-yF'^gP8t|^as$nT. JPEG, TIFF^r 

D , Biir - ^ ■/ 9 mitt %trtz7r 
AlVyt-lvVrnt^tit (057) (A) ) . 

[0031] nmz, i c#- f$ijm4 i mmizi: 

7^ 5 o - 3 tsatS^fflAaiEffl I cx?- F 

-V -y F 8 1 A73 ^tLX . ^fcfflAiSEJH*) 
(B) ^S-ri3tlEIIS^I.o iRtlMD 
f^lSSP 9 Tli , r - 7 ^ft . i t < HH«t - 7 SV'ffl 
AfMEfflr - ^CMLTAyy^ Mit^r if«0BfS<?Dia» 

(C) ) . MACf«g|51 1T14. i£S^li7tU 

1 oizh^mim^htzmmmK, IivatB in* 

y) £m^XMD£U^{kt&Ztl l zi.K)MAC£tt&, 
•ft (05CO (D) ) „ /\-y71EiJg|51 MR*-. 
■y 7* tB«^ 7 7'fMg^T- 7 S.t/fflAfgfifflT- 7 
«PXT. MAC£fg*frt§. iixtiD. W&7TA 
;HiH5« (E) t^fi^Bi^t-VyF-^T- 
>f U y7'*ffg|5 1 3 7 r >f /iTfif „ 



(6) 



ff M¥ 1 1-3 08564 



[ o o 3 2 ] £ «s i 3 %Bff 7 r 4 ^1E««*M» 
1 5«$ijfftJ: D m-l^ms&mH: 1 7fcifflB3*i 

t . Sf8*tf98Sit 10 4»*.W. 

[0033] -r ^-ja imm^m i o 4 ts*§ix 

fclEttSSEflcl 7tfE'fi$irO^BSl7T4;Wi, lE'ft 
ffift0J» 1 8 OMfflfc i 0 7 r A U >^«as» l 9 t 
. ^ r 4 'J > 2"i8at 1 9 Tli, Bfl7 r 
^^MACfclufELfcMACSr^Scot^g^rr- 

t , J P E G^T I F F*?)a. .y ^'|f fg^#»T t, i 

^) &tX«A!2IIfflT-^. fct#JHi3*u MACtifS 

?«2M 2 2 tATJ § *l£ . £ £ tfflAISfEfflT 
-^(ifflA'fMBS^aitM2 2tfcAAS*iS. 
[00 34] S-f-fkfP 2 1 TI±^iBflt>t * U 2 0 t 1> P> 

i^mft&f'«@t£«Kist£fflvvcMD 2 £4u£-r 

&t . UOfr-%M 2 3ttiMDltMD2t £ib« Lt 

[ 0 0 3 5 ] *fc, fflAfl|f6K»a}L*4 2T(±fflAIS 

i • . I ':/'*■! >i Lfc^fce^S"**** 4 . 
[00 3 6] JJEUtm3HiB§m:±*tff, Bffir- 
^«BSK«»fflr-^#«B#t. fflAI2fIEfflO'[ffgM4 

fflAISIMWfiWRi: UT, B«T-^tfflAlg!IfflT- 
Tftimil fflASfIfflT-^*^»f^&#£T"# 

s. 

[00 3 7] jaTt*f6fflOff54HS|gBJB*KHfft4. 
06ti3^T. 01i:fBl««#ff3»:*«i>«(±|aI««« 
ft*, ift, i>IT"(SHl«ail« 
^M3cD#«^-K^«j££^LT^^ <Iii<b 

comm^mixv^xh^uztumxh^ ijtvu 

5 0-4 5r*"t-g.T> ? j ? /HItt*^7^X^ 1 0 5t 

J: oT#^^M^T-^iiB^t U 6 tiE«£fi 
S. HAL** »J 6^H«T-?#7r>f/l':7*- v>y 
hSSI9f8{Cil»a}$flT, JPEG, TIFFftfc'CO 



*r- 7 fc ^ -y ^"ffl «<0t- * ^ttSn § fifc 7 r 4" )V 7 

*-?y^MW$fcl> (A) ) . &fcMDft 

yi/3.mm%¥C7)?m<r>mWL$:m^XMD 1 &£ti(±M 
D2 (07 <T) (B) , (B) ' ) Srif&lM^ iWMD 
1 fcMD2fcfil^W&^T#>oT i i>J;V\ MDKiM 
A C Mi 1 1 fc A7J $ fc 5 . M A C f«S 1 1 

1 0fc&^tfcfE1t£fcT^I,fMK 
priv ate (#75) £fflVvtMAC£ft£LTMAC 1 

(070 (C) ) . iOMACl(iA..y^|E 

»»i2fca<bfL6. 

[0 038] MD2(±IC#-F»M«4l£tf- 
t-C.*^5^50-4 tutfflASiffl I C A 

- F4 0 ' tA*S*l5 . fflAISSEffl I C*- F4 0 ' 
Ttt. * U ("IE«$flTV^^itK 

private (IC^-H) SfflWC MD 2 ^Bf ^fkLTM 
AC2*#BE"fS (07<?) (C) ' ) . 
(±. I c^r-F»J«»4 1 titLX'wmeSmi 2(c 

[0039] ^y^mm 1 2t"{±, Bfft^ >y 
Bff^'y^'tf^T-^tJP^T. MAC 1 t MAC 2 
fc£tMfrf£» iixtiO. B&7T4*/W£07O 

( d ) tzjfct i 5 %mmy •/ hv? r^u 
agpi sizfeftztixyrA^mziii. 
[ o o 4 o ] zwi. i *b«7 t >r )vtfmmm\mm 

1 5C0$iJ»fci: Offi^L«r^lE««*l 7 tlEe^fL 

r n -hmim h ratssc si s fifc * twrr a ^ a 

tC, ^ff^ftJggl 0 6A*fflV^*i4. 
[004 1] •f ; S:t»^, aStSESOSgl 1 0 6 
fclEti»l 7HIE'ti?nTV^H«7r^;K±, lE'li 

1 8®wfflfc«t o 7 7*4* u y^'f agp 1 9 1 

[0042] 7r4U y^'WigE 1 9 H«7 r 4 
/l^MAC l , mac 2 tBUr-^ (;»ISf-^ 

Cli If f-^f«^Wffit, JPEG^TIFF 
^^-y^-tfffi^^TtJrvO tfciMlSfi., MA 
c 1 lift#ftSP2 1 - 1 tATJ^ix, i«f-^liMD 
«S52 2 - 1 MA^flS. fM^«2 1 - 1 Tim 

mm^^v 20' tft^^ttoiEesnTv^&fiaK 

public (^^5) Sffl^tMAC lZm^t&^tlZ 
k^MDl^^tl. ^HB«K public (^^7) fcKS 

tJ^T^Tt^rSa-Cftl.. -U. MDf«g|S2 2-l 

X\±X~h $ #LJt B«t- ^ *» fe^ -y Is a. m& wmi 

(omm^m^xmD 1 ■ ^tis-rs. at. jtK-as 
23-1 xnMD 1 1 md i ' t ztmLxm^v-wc 
i%fr^fz^am3mz£t)?tmt}tix^&tfm 

■fZZktfXZh. 

[0043] mmzLX. MAC2iifM^«2 1-2 
t A7J $ tl . Bfgr- 7(±MD ftf&M 2 2-2 1 ATI § 
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Kh . 'mnm2 1 - 2ti±&m«^^ u 2 o ' t*t 

1WMAC2 Z b 1 J: 0 MD 2 ££|£t 

S. «K„u ic ( IC#-K) fc££}«HK private 
( I b* ) t (± s Bf^/fl-f-WItfcViT^T 

[0044]-^ MDftj£gB2 2-2T1iA7J§il£ 

MD 2 ' mz. J:b«-agE2 3 - 2X'\±M 

D 2 fc MD 2 ' fc £JtR L/C Wt#-it U: t # K (ig 
m*W£thZbifiX'%h, 

[0045] ±MLtz%Ammm[z itus; h«t- 

fflAfllM^lffgt IX, ^^hS^SMMUc 
m2<73KSK»fflr-^&ffl^Tv^^T'\ £S2iOK8E 

coo46] KiTiz. *m<?m5m3mt:mw-r 
&„m5 mmmmimnm- h\ pcmcia^-h 

[0047] wk. xmT-9mLxm^t>tixv>h 
mm^mT-9*m^&^mx'\±, * u 

«^ , Jft/ya y«ffAf^a^Sto& 

y <ovj*zm^tz?fm<7)m^x"foMi, 
mzmmmmizmz mtz o , 3 * 
>- h & i»i - 1 . jE^a****^ 

5«aiMKtS>*:^\ jES&Jffia^&S 
fu^t* 3 *^WBfT-# S J: 3 fcrtS fc LT 

(2. 'J ^'-f;m«T-^ t t'coi 3 *M^tfiSn/; 

[0048] *»tffi?ffiT"«i, 4 ^-yf-;^fflHJ 

^acoMst 1 1, t. ^ ^-^-j^mxim^tix 
1 0 0 4 9 ] us itm 5 mmm&A *-m-> 

fA 1 0 7<3«j££7KtE[T''J) 9 , 0Rfcfl2 1 1 liZ^t 
idle, /tyayi 07-1 1, I(7)Ayayi 0 7- 

lfi^lPiriMrPCMC I A$-]<if>t>%h4 X- s St 
-/4 0 7-2fc)6»4>flWt§iiS. 



[0050] &Tizm5mMme>mt® 9 »7n- 

M7 2I* S I2«*$|J«7 1 WlWWfcJ: "3KttME*7 
Ojjpfe, (A) t^rf J^^^-V-y f-CDBff 

HIS 7 7 ^^tTfflfI$iJ»7 8tfffll»fc ± 0 SlMfl 
7r4A'£ffifW-S (Xf77'Sl) . 7r 

a y^was7 2 ti»Bsttifrffl?3r, is y t;i^-7 

SCSI. I rDA^S^ffii i S:!SftTfc<ih 
T'^SSp^J^Bfti 7 r ^ )V* TJl-t h Z b tf'X 

^fili^l^T"t|5l«^ij||* s #^tll> 0 act, MAC 
^IEgP7 3ii. 7T^ U>-^aa57 2*^B^7r^ 
;P*gttffioTMACl^tftlE-fS (Xf7TS2) . 
•«r*)^ . 7 r 4 U y ^"«aa7 2 «iB«7 r -f ;L-SrM 

ac i b mm- 9 b mm t . maci 7 

5KA;&S*U Bf«r-^i±MDf«S!7 6tA7 L )$n 

HK publlc (A*y) ^fflV^Tfl^tTMDl^ftlt 
f£ 0 MDf«^7 6^N-y^^|igi45rfWRlfS 

»P«fflUTMDr &f«-fl> 0 lt^-ifc^7 9(i 

md ltMDr b^mtizb^x^.^^yxm 

[00 5 1 ] j£SE3*vtV*5:Vtf&3i:ti. mmrA)V 

nTB«fI«V-/P8 0 Sfflv^JL— ft J: SM«W* 
^ff/biiS (Xx'/7°S3) „ Cli 7 )^, Mi^7r-4fl' 

coftmmim^mu8 2izm*$ti, 3.-^9 mz 

30 8 4Srfflv^T^-Sc ? )®a«Sil<S:fi : ^^D, r-^ 
^A7Jt"§ 0 83ii^-— f 9 1 fc^^-^-t-^'l 07 

!Wi^8 1tlSii$ni.„ IsHSfC, «ftRffiia«S! 
8 111 I C * - F 8 5 COSMIC J: 9 fflAISIEffl 
I K 9 236»fefflAaiEffl«fi!«*K»aj UTS* 

S**aj 5 iiXr -y 7- S 5 Cffiff 36* N O b * S t T«M $ 

[00 52] S*Sc7)Bil7 r^f/l/tliiiwf^^ 
«7r-f U>-^«ag|57 2t^^ilSW\ 7r^fyy 

ywmi 2\mmm?mmm9<7) (b) tasrtj: 

3 =5:7 1 -y h T'Hfft^ -y 9'iz=m-ft ( -y 7' S 

6) . m&Lt:**7*mtthim*mtiteMi. 

H9« (C) fcnttZoftJt- v-yhfy?^5ff|gt 

[ 0 0 5 3 ] S»*^Bffi7r -f/Pi:S*MMW 
T-?ttfi7Y4 Vyym&l 2fr[-M\&7TA)Vm. 
ffa586»MD-f«gE87tA7J$^-C^'y^J-F« : & 
fc"^5E«Mii&fflV^MD2^f«$fL§ 0 ifet. M 
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Acmo?s simmm** u 9 0 s^t^iess 

tiX^&A 0 7«*K prirate (>f 

X ~ < ) SrfflUT M D 2 £ Btt-ffrf 3> i 1 1 i "5 
MAC2£fl*Jfc*-4 (Xf7TS7) . ^>y^t&SiS8 
9T1i£<59MAC2£ll9<7) (D) T*t <£ a ft? 

7*^f5^P8*^*l^tl±ia9W (E) fc^-fi 
0^7^7 7btil» s MAC 2 £%JD $ ^ jiff 7 

r /Ki7T a y y^"«asi5 7 2 ts^tu ; coti, ; 

mmmm smmizx ^mmmm 1 ^tx^um 
1 0 0 5 4 1 ±ib Lt:m 5 mtmmz xmi. a*- v 
a<D i. a ^mmtfmztifzfr . t tz , 4 ^ - 

±^SiMa*tttTtefeat^^i^„ tfz. a*- 
w-^rmikmzmwL? r a Mzmn-tummm 

[0055] KiTiz. ^wmmsmmmMmt 
&„me mmmi±n 5 mtmmiza v&a*- 

A£ p C^±Tg«J§^l. V 7 h Tt-CffijS Lfc 

t h . T'lmwmmz-t 1 tzmza 

[00 5 6] El Oli-f^-y't-^^PCiMyxl 
-^LTfSJf^&^-^f-As^rA 1 0 8co« 

m^tmx-hh. ££Ti2 ascitis 5 iim^co 

[00 5 7] lg6^M^JT"{±ia 1 0 Kjjrf i. 5 t, M 
ACffrJt&88fc, «B&»K plivate #£«3;h.fc«S* 
H^^'J 9 0t*\ ^-yf^^fA108ffl|*| 
S5T"fi%< , ^-y't-^' 1 0 8{C«LT*JKaft3r 

IC#-M 0 9?>\*i&fcWLlft>i\X^l. ttz, ic 

[00 58] smf^Hm^ r 4 /I'fcHJfeJHEOr-:? 
t{4Mff7rH'^HfTgP8 6' <75MDffc£3S8 7£A:Jj 

fWStl-S, ;«MD2liI C#-N'gJ#P^8 5cDMtP 
fcj: 0 I C#-K 1 0 9<7)MACftf&M8 8l,zMbtl 

MAC#^88(iMD2&«SB»K private (I 
C#-K) £flJlvOf^ffcLTMAC2£f&£t*. £ 
«AC2li I C^-K$lMg|58 5C0$IJW' J: D^'y^" 
§Hm89£Mt>tLXm90) (D) ifcli (E) t^-t 

S5»l«i 3 1 c« - h l o 9 icfflAISilfflfif 



[00 59] ±IEt^S6H«f»J;nH\ ^5HSft 

1 c * - h- <n £ a g BliSft Tlffig U , Hfl 
^xTTMrtt^-S i a t= L^«T\ ffinx h X'4 

v-^mmx^ m^^th . 

[0060] J3irt*5KI!<offi7lS«JBJBtilBW-s . 
«7»»^iifI^»I# ■ Slii-XTAtML. ^ 

mm ■ mmmbfrm^tit,, ^mmmmxm^ 
bti&mitk Lxnmmtm^imt Lxomm 

tW!3 (A)t*tJ;3(:, ^-tilf^ 
^W72 20^^-yt-A22 1. ICtf-F 

2 2 2^i^ggcOMJSSft««ffi« 1 2 0 t ± 04 

Bgsix, £«a*>. «saffii(±sisi=rtit §«sixi>. 

[ 0 0 6 1 ] ^HMK^iatffl^iUiifft t-C 
w^';r;p#^fc*tJE serial 3(b) fc^&WB 
^M8« 1 1 o<ommm2 o 2 1 ± oiBiM»2 0 

[0062] &mmm* a *-w-'wmmm 

# • S»W 1 1 1 Wmt\S.TV9)VtiX y 2 2 0 iz ± 

&MWRf»»2 1 2^tss^>-yr;i/^^3iff» 

»2 1 1 , MfI0^2 1 0, 20 9, 3iff$IJ»2 0 8 

zitLxm®mmo4izmm$ii&> n^*9?2 0 4 
ttggo^ u Tmmzwm&mmnmmm 0 

33&^^ajLtMD#fSS2 0 5tjM§. MDf«g|5 
2 0 5I±a 7 isji$38t.W?)ffiM<?)$m.t:MUX M D Srf^ 
)£L?MACf«§|$2 0 6(CjM o MACfl5JtSP2 0 6 

ttlfSffi^^y 2 o 7fc*^ttofB'i$*ro^«S® 
ii S fflV M A C £ #fig L , ^PjfM 1 1 1> t fflff $IJ« 

208. mm iMii£2 o 9 s aftniia2 1 o . mmbwst 
2 1 1 &^tT&HMH5i^a52 i 2izm&. mmm 
m2 1 2\m%uz'mmtm.n^)T)imtit& 
mmmm2 1 4tg*. &§Mi9»iii2 i 4fiaa& 
wa>sa«^yT;^^t^^iBii>c^y 2 1 3tg 

[0063] |l|B$t, ^MilK#g|52 1 Zfrh'&Bmfn 
T-^* i 'MDf«g|52 1 6C, MAC#%5Hfc;g&2 1 7 
CM^S. MDf«gl!2 1 6^N-y^^M*^Bff£ 
COMSC * ffl V £ <0&BMI«T- ^iMD fcf&fc-*- 

\m\YM2 1 Tji^Httjttu 2 1 8tiae§fL-c 

ffl^TMAC^a^-rsIfctiOMD" £1«^ 
JrtK-iC^2 1 5 (±MD t M D ' t£Jrt^LT-ifc 
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{cti. Jiff ^^TsasixT t ^ms-ts «* s 

[ 0 0 6 4 ] ^r*3. i l o tadSfiTH 

iMLtzmimmwMzSifiii, mum 

«y'J 7rt-#f fciSS - fc T'TOf-f & ' fc h . I 

[00 6 5] «Tt*»J!«m8^*m^fM^§» 
T** . y h 7 r 4 /Hi-9teS3S!L£;*£, 

l 0 0 6 6 ] * it, m8HM^JT1i. _LfEW|8!H£ 

Wm^ffiJf -T & ^ * -V >y h T"ffilFt-S i 3 fc1"& . 0 
1 4 }i*fSHj«SI 8f?tfiimw«j£^-f 0TS> & „ r 

y^;m«*^7a;i 1 2tfcv^T, a«¥S6 otj; 

9 - t fc J: *)%hiv£M&T-mM 

flLX* U 6fctE1t£ix& 0 &fc<roB#T-^i«fM 
0 OfcA^tiT, fi!iHIilwMiJScoBf!fc3£ 
j&Sill.. iOfc^ f^MACft^MILKfll^ 
3 0 2 &ffltTi!^*«iELfcV>*/J^j||flUt^^t 

st. zti&7T4 'jyrmmmi 3£jtixMDim 

W 9 lzmtl& . MDMI 9 T1±^ n -y ^ ^MStS: fc'W 

[00 6 7] asm* =e'jio ^ 7@w 

toT-f** 'J 3 o l fcBttSftfctf^EfcOT-:? 
fc , ic*- 1 «M»fc J: 0 fAiSlffl I c 

F 4 O^fj^ft LfcMAISifffl«ffffifc £><M« 
S^BSWt^ttSfiT^*. MACMSil l-cii 

^tTMAC^^jtLT7r4 yy?"«HgEl 3fcS 

s . 7 r 4 y y^wisu 1 3 (±sitaa«Mts«Bfi 

ft*: WftSOr- ? ^fftt Uc M A C £ 3f»« t- 
^W«DtTie'ltffi*$iJ»S51 5WM»tJ: "5fa«JH* 
1 7tfe#f-S D 



t o o 6 8 ] 01 6 ittmn&mmmT- ?7t4)i 
^^xwn-fttz^mxht , m\ eiz^-tx? 
fc . Mmsifr t, mmim^co^mim t> p l 

XtiK „ MAC fftSIBfllgffijSSi 302 THiSS flfc s 

L . M&r - ? fiO'v. -y fcfiS'JWM A C fl7r^f ^ 

[ 0 0 6 9 ] E^a^Sg* 1 1 3T1i, » 
Sl«l 8«»J»ti OEflttSttel 7*»£MAC»tfB 
If- ^ *a*flj LT 7 r A U >- 1 9 tM5 . 

7 r-f y y^wigE9 tiiMAc srs-^ftaj 2 it. m 
«r - ^ & fflfs^ t y 3 o 3 s „ fi^fta? 2 1 xn 
iimmm^xMAc^mit'tiztxMD 1 
■f s . 1 1 . b«^< =& y 3 o 3 1 ia« $ ftfc b«t - ^ 

iiBM4NgP3 0 4-CI5f3eraB/J^TiBI/h§fLit«. 

m d ftfm 2 2 izrn h fix f\ -y v a. mfc \z<mf&m 
mzm^xMD2mmzti&» -sjt«as2 3x1m 

D l fc M D 2 1 * ftjfiN- SifctJ; y Bffer- ^ * { E4K 
[0070] litTtia 1 5 £#H8LT#?gHj<7)^9!!fl| 

^t^^rijBj-r-s. . m9^fgf^ii^ssim^«B 
n .y ^ £ me fc l r mm $ nx ^ s n$ 7 * - v », h <n 

3SEK*K±-rSifcS-SHLTV^„ i«B«7*-v 
■y hTvh7'o-y^^*fifc LT1@ttLTV^ai(i, B 

[007 1] fy^/Hffl!*^5 1 1 4<7)^i±IEL 
fcr^/Hai*^5 1 1 2dOf^fflfcHt'Pft436«, d 
i0^fg^JT1±B««/jN • 3 0 ZZX' 

mwcoMimmmimti tt^mn t^-r 

± 3 t-£^A# $«7'n -y ^#fitBff £ . 
7r^ yy^'WiSPl 3T1i. ^/h7'n.y^tttMAC 
^KL, /jN7"n .y 9 %^ v ¥ \z M A C £ #^ atr . 
mac## coBff 7 r ;WilBiim$[IW 1 5 OMPP 

i y iB'is^* 1 7 fc * y yy-^Hft tLxmmti 

[0072] fliJBt. B®0»^KH^#:^MIS^^ 

T3 0b?tnm tTE'itm 1 7 3&»^>tfi»aj uz* v v 
•fivmm^h&w^^m y & i^m^mim^m 
m*\m~th» zx-^mtcmmmcDim. *m 

X SH6J£&fc* Srttfc^;*-* 3 0 7 1 tTBffili* 

gB3 06fcA^t-5o 7r-<yy^fagpi 3-cti, m 

£»tHL, S'j0B«7r^;Pfcfe#-t^ 0 

[0073] aatasi i i 6 fcj: mm!tm&-f& 
fc#fc«. iE«asE*f*j»si 8^$ij»fcj; yiae«fti 
7H7r^y y^agp 1 9 fcSft^^Bffi^i^ai 

■f . K«*»3 0 8T1iSft?^Bf*fcMtTE5K^ 

»3&%*)tL^ 0 i«fc#. tfci,fc/h7"Oy^ttfc#iP 
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■5. nyt-^XHSIHL Tif^%fc'W7^^M 

^®iB®tw lt i>^ti) ^;ni«^«iE3&»ifriBt:sr 

4. 

[ 0 0 7 4 ] Sris, ±IEL^fi#c^Htt^®t(±iyT« 
J: 5 fc^afftBJW^fiX^S . 
1. ;M7£J:9»¥tt£^LTf#£itfc1S*T-* 

funfftftr-?* 1 ^ & t»ft^£fi£Bi ^fctt£ 
^ XEjdKttttfflr-? fcfftfctS Bf WigEt , 

flrrs a* ? t , msmimizmtzimimm 
(n/mm^m^xwmmT-ftm, t , z <oss 

v ^flt-^tf 4 i fc i U . B*t-* aWKKSftX v 

[ o o 7 5 ] ttz, mm^mr-^^^mhtz^n 
z t m -oxmt> &i ^\ ^mxmmm^m^- 

mtlZtiX^ltzib. ffiHHMte; v- H W^S^T &v > 

MtTff^ifX^T-^^ITfeBf^^^fflV^TBf^ 

; t \z x vmsmmftT-* *m&t& z t * 

surest) *mmixne>tit:T-?fc*fLxm%tt,& 
ft%?ztiz& tj&mmmT-^zimifzcox, x 
vw^wmmzm ozb vx*% tammm^- 

3. tutBdffimasE(±, mmmT-tizmm&com 

mmmmzm^xm^ixn^titzT-? t 
m-th ztizx*). mm&r-ffit&SLZtitzfr^fr 



( mm ) msmmimT- ?m^x^& <nx\ 
± o mmiz&mmmm ?zt vxz & . 

4. HfriEHf-^^agpjs. miBB#^{t:iit. fflAiSEfflr 
t t^v^friBESK^aiiT-^ & ttm-rz z t 

( ftffi&S: ) Mfcr- * «KK^»fflr- * ftftfflz s 
fflAlSlSEffl^lf ffii>#SPtl» i t T\ Hff ^ESKW^ii 
fef . fflflfifM i 1f S-f" 4 i t ifiX # S 0 

5. ffl£iiS#«!aSli» fflBB^T-^*^, lulBBi^- 
«^fflUT^lOE5«MfflT-^&f«L. raIBB 
*r - ^ j6» . IfrlBffl AISiEfflf : - 9 $: ffl V IS 2 

K^ttfflr-^ £f« lt . ffiEm i mm 2 <omm 
mT-f titt^msimmaT-f t-ti z t 

A. 

( ft fflSD* ) ■« t- ?fr!>m Ltz® 1 <7)ESSK*Dffl 

r-? fc , aat*#<offlASiEfflT - ^ *> t ftfig 1 3t s 2 

Tfflu4t7)?'\ frlEm2£7)KS^SlfflT-^Srm-?^- 

m^m^ t mmtz&mtz z t mm,xh *? . m^&iE 
$wvfcTV?/vm&tfX ? ^XT^mm-t^ zbh 

■f - ^ ^ imt tw.2 mwmm t&mt* z c^mia 
l fz z b it m m b t h m& 4 mmcof v 9 >vumt} a 5 

4„ 

7. tfTlEBf-f^agBii, KilEBfl7-'-^t|fiiafflAI2aE 

t mssmtmrnf- 9 % ftm- hzbmmb^-m 

(ftflKftH) »^#<7)fflA!gSEffl^'tfffittT, M»t 

- ^ fc fflAisiEfflT - ?z£h^tzT-?frt>. mm 
^mzm^x&mmmT-? amt&Wi^m^ 
tii. \^<n^mmf~^x\ H«r-^<oetstta 

fflAIMfflr- ^ TjsffiSt S *1X =5: ttfiH' . ffl AUSiEfflT 

~-?t^m.B%*mis.x^h„ 

8. Df^*^«LT^A,fi^M#.r-^ 
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fufcMfllr-**^ * ttf>l*|j£§;h.fci£#fl;&£ 

t ^tu taadKttttfflr- * £«#<fk l . - wantons 
r - ? ztitifrsfr* mtt t> mtsm* - v t 

SttxT. HuiE^^ 5^1aiE&m»\i^m&B 

mm - 9 immtivmtp 1 * - 

t t-\ mzm tKmm<offl&*n£.?z 

=mtr L=t- vT8&t& 1 xwrnz^z Z t a*r 

t i*ff L fc l t (i , * * T * - K * MtR 

t&ztx\r-9 <?>ffi? s mm* ! g£ttff oit tfx" 
#i= 0 ±tz, mm^-v^m^h^iztx-^mco 

®$kfr t> , 1 £«77 X 7 &fflj£fcf (ffl-tS Z t # 
3fufc£ 1 <7)Bf^-ftJ|(cWj£-ri)IS 1 WfX^tHi: £ h 

fo&xum-tm^mimMt , meh 1 tnmm 
im-t&immmT-? £® 2 mmmm^xit 
j&u z v&mkmT- 9 1 mzm 1 mm-wm t * 

if i^im 1 wfM^ta^fB'ftt-^fM^titia'ggE 
t . mm 2 at&mfcttm&m2 mmm*m 
\ ^x . mm mmm- ixmmmmv-j h \m 
£ td-zmmmmT- 9 ^nt t . z <m^m 
mmzm^xmim 1 wa-^uidSi&SEStLJt^s^ 

A, 

^{i^tlt^^S*^ 'J 7/l«£i** i t 



10. B«T-^«B5K&^-r^tttt. Mffr- 
B<lAt]gE 5- ^ LT AtS $ ^^Bflr- ^ & y r A V > 
A 3 § jifeffi 1 WBMKttflfflr - ^ * , ' ^25 

tzm 1 waanttafflr-^ t ktsh« t-^ t ^ jrbK-r 

5 i fc t i 0B«r-^«i!m^*tt^6iSE»»a 

«*at , freBflueusc t -oxmrnimmm 
$ ti^a«?f ^BftT - ^ t mmvamm iz^mm 

^xw,2cr>zmm-mmi'-9iimL, zti^m&m 
mmm- 9 twurt 5 ■« 7 r >r /new t . * 5 ^ 

( vrnzm ) *%mz k mi , mm- 9 1 mm&m t 

£ hh^X SESflftfifflT- ^ tft&LX V ^ <7)T-. tcW 

r v ^ f 7 ^ s f^fli-r § ^ t #t & s . 

1 1. IHEiB«7r>f;P5afa5{±. rx^/UBfiMB*^ 

ffitHfrfES'JwBf ^flaBs fflv ^ HifiBH 2 ^25K«»ffl-f' 

«=fc7 5r#IKgS5rlE'g«*-C'\ Bft^S«^««H^ 

;tt, fi37 ht-Y ^-y-t-^*&fl^lT# l> o 

12. HufES«aMWIAf2liE1fffi^&t»-y-Tia»Lfc 

- 1 mmt-fm^nm^ : J9im^mm^^ 

A 0 

( ftwii* ) mmmmmm^T- 9 1 ^^b«t- ^ 

13. MIEBflA^Sii. JWffi«MS*fcE«tSWtli 

I r D A) , Xtis iiWl&^tTfr^l.^ 
fc fc± 9 £ £ fc £ Efflt fc £ »)£ 9 IB»«tV ^ 

( fWR/)* ) -f tc - ^'Hf-v ^Bm7 r >f y y m\z . 

isVTJl-y-y'/U^ SCSI . IrDA^C9Bg^<7)Si^ 

>f >y h ma* n v- 9 mmcot^T i mi h z t 
x\ t>mmm>t>mm&y r a i^ATJtt 

T#£„ 

14. tmmm-9u. mim^^m^hmm^ 

B«r- ^ ffitc L TIE'S tt#lM«Bff-^T 



(12) 



ff M¥ 1 1-3 08564 



"rzsfjvfflua* y yxt^ . 

is. mm&T-ftt. iB«e<oat^^saaw 
b«t - ^ sate l tie* t >t ^mmmssMi&T- 9 x 

J?rg«/h7'n .y 9 *Mmt LTfE'lf $flTi3 0 . tufiaf 
^Mii. lulE/h7'a.y?mfiT\ mfEBdRMnfflr 

( mw^ ) /j^7"n „ ?te£immT-?*m+z 

[00 7 6] 

r < VOV-Fmth .1 1 h r VffcWM * 7 

1?X%, S^tc, Wt«ttJC±^fc%l>JE*^fIi» 
9SBU ^^7V 3 y«ffA^am&MLTi>r^ 
/Miff <9iEHMfc& SrffiT £ r 'V9 ;«fiftyXf Air 

[01 ] *^J«mi»M^Jfc«Sr^^;HISIi*^ 
^^xf-AcOfUS^^-rUT"*!) . 
[02 ] H«T-?fcMAC^nm&£To¥lf £ 

[@3 ] *m<Dm2m&Bmmz>?i;?Ji>im** 

[05] H«r- * tfflASEfflr- ^ t MAC #fflm 
^TW^jl^^0T*^ . 

[06 ] ^m^mmmmmmhT^Mmt* 

[07 ] IIf"r7CMAC lS.llfMAC2*s#jD§il 
S * T"^#JISr^t-0T* S . 

[ 08 ] #*0H«S? 5 4 * -S*fw 

XTAcO«jt*^t-0T't5l>» 

[09 ] ©5Hife»«^ftffl^f^t-£^^W7n-f- 
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